
1 

Professor Derek K Hitchins 

The Extent of  
Command & Control  

ResearchÑ 
Quick Reference 
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Mind Maps!

! !C2 Doctrine, Strategy & Tactics 
! !Decision-making and Psychology 
! !C2 architectures and Technology 
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C2, Doctrine, "
Strategy & Tactics!

Themes:Ñ 
! !Decisiveness 
! !Doctrine 
! !Leadership 
! !Discipline 
! !Force cohesion 
! !Decision space 



Themes:Ñ 
! ! �lGood�z decisions 
! ! Belief Systems in 

decision-making 
! ! Dissonance between 

different decision-
making �lmethods�z 

Decision-making &Psychology!

Command
&
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Belief Systems"
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decision-making



Command
&

Control

Architectures

Technology

As enabler As delay Implicit 
structures

Layered
architectures

Clustered
architectures

Adapting to
situation in
real time

Implications for
technological 

support architectures

Resilience,
robustness, 

damage 
tolerance, etc.

Security MLS

Effects on
command team

cohesion

Cost

Cost-
benefit?

Linear
programming

Dynamic
programing

Target
deconfliction

Concentration 
of firepower

Non-prescriptive
"plug & play"

COTS &
COEs

-implications

Monotonal.
 systematic 
vulnerability

Synthetic
environments

Team
development

/ training
Adaptable
C2 support

Enhanced HCI

Group psycholgy
research vehicle

C2 
Architectures"
& Technology!

Themes:Ñ 
! ! Applications of 

technology in changing 
environments 

! ! Synthetic environments 
! ! Vulnerability 
! ! Architectures 
! ! Adapting in real time 
! ! Security 
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Outline!

! !In two parts:Ñ 
A. develops a comprehensive N2 chart describing 

any C2 system 
B. develops models of deployment, evolution, 

decision-making, architecture and adaptability of 
any C2 system 

! !Additionally, the impact of doctrine on C2 is 
examinedÉ 

! !Éand potential research issues highlighted 
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Behav iour
Management
¥!Cognition

¥ Belief System
¥!Selection

¥ !Intent

Funct ion
Management

¥ !Mission
¥ !Viability
¥ !Resources

F o r m
Management
¥ !Structure
¥ !Potential
¥ !Influence

Being

DoingThinking

Stimulus

System

Generic Reference Model"
Level A!



8 

Mission Management!

! !Essentially, C2 Mission 
Management can do no 
more than:Ñ 
! !collect information from 

the operational 
environment,  

! !set/reset objectives 
based in part on that 
information,  

! !strategize and plan how 
to achieve those 
objectives, 

! ! execute the resultant 
plan and 

! ! co-operate with others 
in the operational 
environment if need be. 

Collect 
information

Set/reset
objectives

Strategize
& plan

Execute
plan

Co-operate
with others

(if necessary)

Operational
environment

! ! N.B. work is done in processing 
information into a planÑenergy 
required to �ldrive�z loop 

! ! Internal �lpush/pull force�z 
maintains loop dynamics 
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! ! N.B. Resource management 
absorbs resources 

! ! Storage essential to meet continual 
internal demand 

! ! Internal �lpush/pull force�z 
maintains loop dynamics 

Resource Management!

! !Essentially, all that 
Resource Management 
does is:Ñ 
! !Acquire resources from 

some external environment 
! !store them 
! !distribute them internally 
! !convert them to the locally-

required form 
! !utilize the converted 

resource 
! !discard excess or waste 

Resource
environment

Acquire
resources

Store
resources

Distribute
resources Convert 

and utilize
resources

Discard 
excess
/waste
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Viability Management!
! !Generally �lcapable of 

living�zÑin this context, 
able to exist devoid of 
mission or purpose, c.f. 
neonate  
! !Internal parts are 

synergistic 
! !Internal environment is 

regulated (homeostasis) 
! !Able to evolve and adapt 

to changing environment 
! !Able to detect, locate and 

replace faulty parts 
! !Able to Survive attack 

from �loutside�z 

Survival
Evolution

Homeostasis

Synergy

Maintenance

! ! Elements of Viability not mutually 
independent, e.g. survival essential for 
evolution, evolution improves 
survivability 

! ! SynergyÑco-operation between the parts 
to achieve some desired external effect 



Dynamic GR(Function)M!

! ! 3 elements seen in 
respective 
�lenvironments�z 

! ! Viability provides 
platform for Mission 
Management 

! ! Resources provide 
energy & materials for 
Viability and (internal) 
operations 

! ! Threats to Mission 
Management, 
Resource Management 

! ! Change challenges 
Homeostasis (resist) 
and Evolution (adapt) 

Threat 

Survival
Evolution

Homeostasis

Synergy

Maintenance

Resource
environment

Operational
environment

Acquisition

Storage

Distribution
Conversion

Disposal

Information

Objectives

Strategy
& Plans Execution

Co-operation

Threat Change 
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The Generic Reference ModelÑ Form!

Structure! Inßuence!

Potential!

!
Boundary    !

Subsystems   !
Connections  !

Relationships!

    Cohesion!
   Dispersion!
Environment!

Power!
Capacity!

Redundancy!
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GRMÑBehaviour Management!

Cognition!

Tacit!
knowledge!

World!
models!

Nature!

Experience! Motivation!

Activation!

Constraint!

Stimulus! Response"
Intent!

Evolution!

Belief!
System!

Excitation!Selection!

Environment!

Nurture!

•! Instinct!
•! Collective  !
   Unconscious!
•! Archetypes!
•! Libido!
•! Aggression!
•! Energy!
•! Emotion!
•! Character!

•!Achievement!
•! Conformance!

•! Beliefs!
•! Rôles!
•! Stereotypes!
•! Categories!
•! Values!
•! Ethics!
•! Morals!
•! Ideologies!
•! Training!



A GR (Function) Model Table for"
Generating Functional Components!

Identify and Þll shaded columns with the functional components!
of your system of interest to ensure a complete, effective design!

Internal Architecture Generation Table 
Mission Management 

Management ofÉ 
Viability Management 

Management ofÉ 
Resource Management 

Management ofÉ 
GRM SOI GRM SOI GRM SOI 

Éinformat - 
ion 

Ésynergy Éacquisit 
ion 

Éobjectives Ésurvival Éstorage 
Éstrategy 
& Plans 

Éevolution Édistribu 
t ion 

Éexecut - 
ion 

Éhomeo - 
stasis 

Éconver - 
sion 

Éco - 
operation 

Émainten - 
ance 

Édisposal 



Internal Form Table!

Identify and Þll shaded columns with the components!
of your system of interest which deÞne its form, !

to ensure a complete, effective design!

Internal Form    
Structure 

Identify/prescribe/ describe 
Inßuence 

Identify/prescribe/ describe 
Potential 

Identify/prescribe/ describe 
GRM SOI GRM SOI GRM SOI 

Boundary Cohesion Power 
Sub - 

systems 
Dispers - 

ion 
Capacity 

Connect - 
ions 

Environ - 
ment 

Redund - 
ancy 

Relation - 
ships 



Generic Reference (Behaviour) Model

Cogni tion Bel ief System Behaviour Selection Exci tation

GRM SOI GRM SOI GRM SOI GRM SOI

Tacit Knowledge
(Low level
knowledge of
operational,
resource and C2

environments and
entities)

Values, ideals:Ñ
¥ moral and ethical

drivers
¥ doctrine
¥ effects on

M otivation

Nature:Ñ

¥ instinctive
Selection

¥ Personality
in Selection

M otivation:Ñ
¥ achievement
¥ conformance
¥ effects on

Excitation
¥ effects on

Selection

World M odels

2D & 3D
(cognitive models
of environment
and entities
within it)

Categorization:-

¥ r™les &
relationships

¥ stereotypes (own
and opponents)

¥ ideologies

Experience:Ñ
¥ accumula-

tion,
employment

¥ effects on
Selection

¥ effects on
Belief
System

Activation:Ñ

¥ energy of
Activation

Stimulus
Interpretation

M odels:Ñ
Ñ social
Ñ behavioural
Ñ process
Ñ cognitive
¥ effects on World

M odels

Constraints:Ñ

¥ perceptions

¥ effects on
Selection

Constraints:Ñ

¥ perceptions

¥ effects on
Excitation

GR (Behaviour) Model Table!



17 

Some Mission and Behaviour ModelsÑInteractions!

Belief is the end, not the beginning, of understanding  "
after Johann Wolfgang von Goethe!

Cognition!

Tacit!
knowledge!

World!
models!

Nature!

Experience! Motivation!

Activation!

Constraint!

Sensation! Drive!

Evolution!

Belief!
System!

Stimulation!Selection!

Environment!

Nurture!
¥"Beliefs"
¥"Values"
¥"Ethics"
¥"Morals"

Collect 
information 

Set/reset 
objectives 

Strategize 
and plan 

Execute 
plan 

Co-operate 
with others 
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GRM N2!

! !A convenient way to draw many of the model 
threads together is to use an N2 Chart 

! !The GRM chart shows model entities on leading 
diagonalÑother squares show interfaces 

! !Shows principal interactions (or intra-actions, as 
they are internal) 
! !chart offers little space, ensuringÉ 
! !Ébrevity 

! !So, N2 shows overall, generics of C2 

! !statics and dynamics 
! !limitations, pathologies 
! !operations 

! !Surprisingly complex? Simple compared with 
what it represents 



Overall C2 System N 2 Chart!

Éwhere A and B are 
any two entities on 

leading diagonal

A

B

Decisions, 
orders & 

instructions

Interaction
-outflow

Emergence
boundary & 
interaction

Emergence
-endurance

Evidence-stable 
internal 

environment

Emergence
-evolution

Emergence
-survivability

Evidence of 
internal order

Outflow- 
waste, excess

Emergence
Performance 
& Outflow

¥!Risk 
¥ opportunity

¥!priority

Informa
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Objectives Purpose

Strategy 
and Plans

Method

Execution

Potential 
partners 

contribution

Partners 
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(Sibl ing) Co-
operation

ConstraintsShortfalls Constraints

Supply 
Activation
Endurance

Constraints

Co-ordination
Co-operation

Co-ordination
Co-operation

Co-ordination
Co-operation

Co-ordination
Co-operation

Priority
Direction

Priority
Direction Reflex

Energy 
efficiency

Inabilities

Co-ordination
Co-operation

Entry Exit

Empower
-ment

Confidence
Capability

Risk Threat

Drive
Options

Confidence
Drive

Drive Drive

Options
Confidence

Drive

Future 
needs

Demand

Resource
acquisition

Storage Discontinuous 
supply

Replenish
-ment status

Replenish
-ment status

Distribu-
tion

Localization

Replenish
-ment status

Conver
-sion

Fresh 
capacity Disposal

¥ Residue
¥ Product
¥ Waste

Resource 
status

Co-ordination
Co-operation

Co-ordination
Co-operation

Co-ordination
Co-operation

Co-ordination
Co-operation

Demand

Demand

Residue of 
faulty parts

Co-ordination
Co-operation

Entry

Empower
-ment

Channels

Empower-
ment

Exit

Threat

Drive DriveDrive Drive
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Drive

Sub-
version
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Destructive 
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Internal 
energy 
source

Location

Accommodation

Adaptation
Advance

Accommodation

Adaptation
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Accommodation

Adaptation
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Regulation
Control

Regulation
Control

Regulation
Control

Upkeep Upkeep Upkeep

Accommodation

Adaptation
Advance

Resist
-ance

Neutraliz
-ation

Distribu
-tion

Neutraliz
-ation

Neutraliz
-ation

Disper
-sion

(Internal) 

Environ
-ment

Media
-tion

PowerDrive

Endur
-ance Capacity

Neutraliz
-ation

Replica
-tion

Redund
-ancy

Threat

Direction

Self 
defence

Reserves Status

Demand

Short-term 
continuance Demand

Replace-
ment

Co-ordination
Co-operationSynergy Co-ordination

Co-operation

Survival OpportunityOpportunity

Long-term 
continuance Evolution

Accommodation

Adaptation
Advance

Accommodation

Adaptation
Advance

Short-term 
continuance

Homeo
-stasis

Upkeep UpkeepUpkeep Upkeep Mainte
-nance

Accommodation

Adaptation
Advance

Co-ordination
Co-operation

Stealth, 
damage 
tolerance

Feedback

Damage 
toleranceFeedback

Feedback

Feedback

Damage 
tolerance

Enable-
ment

Threat

Feedback

Drive DriveDrive Status
Drive

Reconfigur
-ability

Reconfigur
-ability

Drive

Commit
-ment

Conform
-ability

Construct
-ive variety

Co-ordination
Co-operation

Co-ordination
Co-operation

Co-ordination
Co-operation

Accommodation

Adaptation
Advance

Accommodation

Adaptation
Advance

Accommodation

Adaptation
Advance

Accommodation

Adaptation
Advance

Upkeep UpkeepUpkeep Upkeep

Regulation
Control

Co-ordination
Co-operation

Exit & entry 
Enclosure 
Protection?

Boundary
Enclosure 
Protection?

Sub-
systems

Defini
-tion

Inter
-flows

Connec
-tions

Context Relation
-ships

Aggre
-gation

Enabl-
ment

Contrac
-tion

Enabl-
ment Cohesion

Structure

Structure

Structure

Contain
-ment

Disaggre
-gation

Degrad
-ation

Expan
-sion

Degrad
-ation

Operating 
conditions

Operating 
conditionsCharacter Context

Drive Drive Drive

Reconfigur
-ability

Resili
-ence

Resili
-ence

Drive

Media
-tion

Inflow Inflow

Co-ordination
Co-operation

Enclosure 
Protection?

Perceived
Situation

Energy
Substance

Inflow

Resili
-ence

Co-ordination
Co-operation

Identifi
-cation

Interpre
-tation

Instinct Instinct

World 
Model

Cogni
-tion

Resili
-ence

Environments 
& entities

Belief
System

Exper
-ience

Resili
-ence

Resili
-ence

Context

Context

Stimulus 
interpret
-ation

Instinct
Speed

Viewpoint,
confidence

View 
points

Response 
expectations

Nature Archetypal 
behaviours

Behaviour 
Selection

Activa
-tion

Behavioural 
Constraint

Motiva
-tion

Excita
-tion

Energy 
level

Confidence, 
morale

Choice of 
behaviour

Drive 
energy

Limits to 
Excitation

Achievement,
conformance

drives

Loosening

Loosening

Media
-tion

Media
-tion

Media
-tion

Tightening

Loosening

Media
-tion

Loosening

Stimulus

Co-ordination
Co-operation

Co-ordination
Co-operation

Accommodation

Adaptation
Advance

Accommodation

Adaptation
Advance

Inheritance-patt-
erns of thought & 

behaviour

Co-ordination
Co-operation

Accommodation

Adaptation
Advance

Co-ordination
Co-operation

Co-ordination
Co-operation

Co-ordination
Co-operation

Co-ordination
Co-operation

Accommodation

Adaptation
Advance

Stimulus

Stimulus

Stimulus

Stimulus

Stimulus

Stimulus

Stimulus

Stimulus

Stimulus

Culture

Limits to 
behaviour 
intensity

Achievement,
conformance 

drives

Limits to 
behaviour 

choice

¥ Updates
¥ Continual  
Belief test

Updates

Cues
Models

Updates

Updates

Superimposed
viewpoints

Tacit 
Knowledge

Updates

Low-level 
knowledge

Reflex

Diverse
beliefs

Shared 
beliefs

Choice of 
behaviour

Choice of 
behaviour

Choice of 
behaviour

Choice of 
behaviour

Response 
Intent

Response 
Intent

Filters on 
acceptability

View
point 

Filters on 
acceptability

Context, 
interpret
-ations

Choice of 
behaviour

EnvironmentEnvironment"gives 
to"

Choice of 
behaviour

Choice of 
behaviour

Choice of 
behaviour

RedÑGR(Function) Model
BlackÑGR(Form) Model
BlueÑGR(Behaviour) Model
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B. C2 Decision-making,"
non-linear Dynamics!
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Écontributes toÉ

Émay encourageÉ

Belief Systems in
decision-making

Synthetic
environments

Technological 
prescription 
(vis-a-vis. 

tempo of change)
Measurement

Organization

Fractal C2
architectures

Warrior
 concepts

Architectures

Vulnerability

Sensor
data fusion

Planning with 
uncertain data

Adaptability

Impact of 
Doctrine changes

Interconnection 
to/interaction with   

other C2 on 
deployment

Dissonance
between 

decision-making 
"methods"

Team
processing

Speed of C2 
deployment

Decision-
making

Decisiveness

"Good"
decisions

Force
cohesion

Security

Decision
spaceÉmay contribute toÉ

ÉinvokesÉ

Éreduces 
entropy inÉ

Éreduces 
entropy inÉ

Écontribute toÉ

Écontribute toÉ

Écontributes toÉ

Émay affect cooperativeÉ
Écontribute toÉ

Écontributes toÉ Écontribute toÉ

Écontributes toÉ

Écontributes toÉÉfragmentÉ

Écontribute toÉ

Émay be 
enhanced byÉ

É should contribute toÉ

Éincreases 
options facingÉ

Éreduces delay, may 
enhance innovation inÉ

ÉthreatensÉ

Contemporary"
 C2 Theme Map!

Derived from:Ñ 
¥!  Literature searches 
¥!  Mind Maps 
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Understanding the C2 Theme Map!

! !All elements are transitive, i.e. contributions and influences 
are carried through:Ñ 
! !e.g. ... Fractal C2 Architectures... contribute to... Warrior Concepts... 

fragment... Architectures... contribute to...Vulnerability... threatens... 
Speed of C2 Deployment... 

! !indicates complex, (presently little-understood) relations between 
Fractal Architectures and Speed of Deployment 

! !Branching creates a multiplicity of closed loops:Ñ 
! !e.g. Interconnection to/Interaction with, other C2 on deployment ... 

contributes to... Architectures... contributes to...  Security.. 
contributes to... Force cohesion...contributes toÉ Belief Systems in 
Decision-making...  

! !suggesting some elements of Architecture may be ad hoc, and 
may influence Force Cohesion and Beliefs. 

! !Whole Map thus represents an extraordinarily-rich set of 
research areas, all impacting directly or indirectly on C2 
decision-making 
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! ! Deployment 
! ! time taken 
! ! build-up of decision-

making performance 
! ! Decision-making & 

Decisiveness 
! ! belief systems  
! ! teaming 
! ! planning 

! ! Architectures 
! ! technological 
! ! fractal C2 
! ! flat C2 
! ! ad hoc 
! ! vulnerability 

! ! Adaptability 
! ! technological 

prescription 
! ! synthetic environments 
! ! belief systems 
! ! coping with 

uncertainty 
! ! doctrinal changes 

Central Themes Relevant to Decision-Making!

Belief Systems in
decision-making

Synthetic
environments

Technological 
prescription vs. 
tempo of changeMeasurement

Organization

Fractal C2
architectures

Warrior
 concepts

Architectures

Vulnerability

Sensor
data fusion

Planning with 
uncertain data Adaptability

Impact of 
Doctrine changes

Interconnection to   
other C2 on 
deployment

Dissonance
between 

decision-making 
"methods"

Team
processing

Speed of C2 
deployment

Decision-
making

Decisiveness

"Good"
decisions

Force
cohesion

Security

Decision
space
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Deployment!
! ! decision pyramid 
! ! phases of social group development 

relating to decision-making performance
Ñbuilding the pyramid 

! ! societal models supporting understanding 
of the phases of evolution 

! ! societal individuation 
! ! time taken to complete phases/pyramid 
! ! build-up of decision-making performance 
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Doctrine-consistent 
group decisions

Doctrinal models of 
conflict management

Technology-supported, 
decision-forming processes 

Group-decision-making paradigm  

Role-relationship structure

Energetic cohesive social fabric

The C2 decision pyramid!

¥! shared beliefs, culture 
¥! motivated self interest 

¥!  social genotype,  roles    
bonded by shared beliefs 

¥  worldview of group    
decision-forming structure 

¥  communications, processors    
formed to support paradigm 

¥  e.g. positional, manoeuvre,    
peacekeeping, peacemaking,    
peacebuilding, campaignsÉ 

¥ Decision-space limited by    
beliefs, doctrine,    information 
and intelligence 

Doctrine 

Intel 
Info 

Training 

Training 

N.B.  C2 organizations will set in place each of the  
lower layers  in turn, finally producing the top level output   
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The C2 decision pyramidÑResearch Issues!

! !Is the successive layer development model valid? 
! !Is it valid to show Group-decision-making paradigm forming 

before technology support for decision-making? 
! !How long does each layer take to form? 
! !What factors contribute to speed/delay? 
! !Must each layer be complete before the next develops? 
! !What effect would prescribing the group decision paradigm 

within the technology have on:Ñ 
! !speed of full-layer development 
! !team decision quality (human/machine architecture dissonance)? 

! !Do �lbest�zdecisions emerge only from the top layer, or does 
�ldoctrine-consistent�z, perhaps, equate with �lpredictable�z? 

! !Is Doctrine imposed truly from outside/above, or is there 
instead a progressive development of a sub-doctrine within, 
and particular to, each decision-making group? 



27 

Pristine 
social 
group

Emergence of 
individuals as 

Jung's archetypes

Interests in 
social power

Factions

Internecine 
conflict

Resistance 
to change

Uncontrolled 
change

Breakdown

Societal 
Maturation  

Social Maturation!

¥ great energy, co-directed & focused 
¥ plastic, innovative, cohesive 
¥ little bureaucracy, much discussion 
¥ no �lindividuals�z 

¥ king as shepherd 
¥ magus 
¥ healer 
¥ creator 
¥ warrior 

¥ great energy, internally directed 

¥ ossification 
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Classic Social Group Progressive Development"
Ñapplied to C2!

! !Pristine social group 
! !energetic �lshoal�z-behaviour, fast, innovative decision-making 

! !Emergence of archetypes 
! !role-relationship structure, formingÉ 
! !Épristine social genotype 

! !Imposition of C2 role-relationship structure 
! !group decision-making paradigms 
! !military hierarchy paradigms 

! !Role-relationship adaptation 
! !archetypes vs. military roles 

! !e.g. �lking�z- or �lwarrior�z-junior subordinate to �lhealer�z-senior 
! !formation of factions/cliques by/within/across J function (e.g. 

intelligence, logisticsÉ) 
! !Leadership, training and discipline contain factional/

fractional  tensions 
! !High internal energy, entropy, relatively little output 
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Typical Archetype-Role Adoption!

Board Role Archetype C2 Role
CEO King as

Shepherd
Commander

Production Director Creator Chief of staff
Technical Director Magus Intelligence
Marketing Director Warrior Operations
Personnel Director Healer Engineers & Logistics

! !Adoption of role by archetypeÑindividuals exhibit 
archetypal behaviours which suit them, in the eyes of 
others, to fit a particular role 

! !Adoption of archetype by roleÑindividuals adopt 
archetypal behaviour appropriate to their view/belief of 
how a particular  role-holder should behave 

! !Military hierarchy may place individuals naturally 
inclined to one archetypal behaviour in a role best suited 
to another 
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The Nature of Belief!

! !Beliefs permit rapid reaction in uncertain situations 
! !homo sapiens evolved through swift fight or flight decisions 
! !based on ability to categorize, like stereotypes 

! !Beliefs persist if they give �lsatisfactory explanations �l 
! !Belief in drugs, crime, music, youthÉtenable if   they work 
! !�lGround truth�z��irrelevant.  Beliefs not rational/logical 
! !�lNew�z beliefs continually being generated and tested 

! !without check in an individuated society with no institutionalized 
counterÑethics, morality, etc. 

! !Process may be chaotic in Open Societies 

! !Self-perpetuating through generationsÑin Social Genotype? 
(N. Ireland, Yugoslavia, Russian ReligionÉ) 
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Concept-
ual "

Belief "
System "

Reference 
Model!

Group(s)
ground 
reference

Adjustment / selection /
discarding of conflicting

inputs

Complex input 
stimulus

Simplification
/ categorization Simplified 

representation
 of complex

situation

Situation

Perception 
of complexity

Drive for reduced 
mental entropy

Ideology
Ðbody of ideas 
forming policy

EthicsÑ
system of morals 

or rules of 
behaviour

MoralsÑ
character 

or conduct 
considered 
good or bad

MoralsÑ
character 

or conduct 
considered 
good or bad

MoralÑ
character 

or conduct 
considered 
good or bad

BeliefÑ
opinion or
doctrine
regarded
as true

BeliefÑ
opinion or
doctrine
regarded
as true

BeliefÑ
opinion or
doctrine
regarded
as true

Mental
models
Mental
models
Mental
models

Interpretation
of situation
in light of 
ideology

ÉrewardÉ

Projection 
of self

Archetypes

Roles

Subsequent events, 
behaviours, etc.,
 consistent with  

interpretation

Reinforcement
Stereotypes

Ð categories used to 
compartmentalize 
people, situations

swiftly

Perceived
pattern match

Behaviour

+

+

+

Training,
experience

+

Group(s)
ground 
reference

Nature
World
models

Tacit
knowledge

Belief System 
Situation Interpretation 
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Decision-making in !
Command and Control!

Fear reduction!

Training!

Leadership!
& discipline!

Note: double!
 helices!
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Co-operative
social

behaviour

Social
cohesion
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reinforcing the "
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Belief SystemsÑResearch 1!

! !Is the Conceptual Belief System Reference Model sensible/
useful? 
! !is stereotyping advantageous/unhelpful/avoidable 

! !can stereotyping of situations, people, etc. be developed as a 
useful skill? 

! !are morals and ethics involved? (absent from e.g. Klein model) 
! !do individuals project their own behaviour on to others when 

assessing their likely behaviour? If so, do they project their own 
good, or bad (Jung� s̀ Shadow), personal image 

! !Relationship between beliefs and behaviour? 
! !How are beliefs formed, how do they affect decision-making 

! !data collection, data interpretation, assessment of enemy actions and 
intent? 

! !generation of options, acceptability of strategies, libido driving 
decisionsÉ? 
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Belief SystemsÑResearch 2!

! !Information Warfare (IW) would be most effective if it 
attacked Belief Systems 
! !how might this be best achieved/prevented 
! !what is the nature of a successful attack on Beliefs? 

! !is it necessary to challenge beliefs with a stronger set 
! !what is �lstronger�z? 

! !how long does it take to work, is it lastingÉ? 
! !can ground references to group behaviour protect individuals 

against subversion? If so, how? 
! !What is the r™le/significance of Belief in  

! !Coping with Uncertainty 
! !Maintaining group cohesion under pressure and attack? 

! !How should educators/trainers, police and enforcers address 
the subjects of altering/reinforcing Belief Systems as 
appropriate 



Group Membership!
Groups are defined as associations between individuals who relate positively to 
each other 

A team is defined as a group of individuals, usually each having a discrete role, 
able to work together to execute one or more processes 

An indivdual may, simultaneously, be a member of several groups. Individual 
behaviour and action may be influenced by norms and beliefs drawn from more 
than one group.  

So, individuals in a C2 planning team may be influenced, consciously or 
unconsciously, in their choices/actions by regimental loyalties, training, familial 
ties, �lold school�z loyalties, prejudices, stereotypes, etc.  
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Research into Group Membership!

! !Model shows a potential process of individuals seeking to 
belong to groups 
! !is model valid/useful? 
! !how long do the illustrated processes take? 
! !what is impact of (different?) training durations on time taken to 

�llearn the ropes�z i.e. become a fully-fledged team player? 
! !Does British Regimental System provide a stable group 

reference?  
! !What would be the impact on force deployments of not having such a 

system? 
! !How resistant to change is a fully-developed, resonant SG? Is 

there a damage point beyond which the SG simply breaks 
down (entropy shock) 

! !Is it possible to prevent Isolates? If so, how? 
! !Is it possible to identify Isolates and return them to the fold? 

! !will groups accommodate them, or exercise immune response 
! !should isolates be removed from scene and treated separately? 
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Dynamics of "
C2 Evolution!



Established C2s, Role TransferÑReference Model!
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Decision-making & Deployment Research!

! !Are the two Reference Models valid/useful? 
! !Is it possible to distinguish phases in the development of C2 

decision-making behaviour? 
! !How long does it take to develop the Nascent SG? 

! !what are the relevant factors? 
! !Is it possible to keep an SG in its Nascent state, to preserve 

originality and initiative in decision-making? 
! !How long does it take an individual to fit inÑwhat are the 

relevant factors, what happens until he/she does fit in? 
! !In what situations would a Nascent SG be preferable to an 

Established SG and vice versa?  
! !Should ad hoc linking upon deployment be encouraged/

discouraged/directed? 
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Decision-making  
& Decisiveness 

! !making decisions 
! !�lgood�z decisions 
! !dissonance 
! !belief systems  
! !teaming 
! !planning 
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Factors Contributing to Notions of a �lGood Decision �z!

From Stakeholder Analysis:Ñ 
! !Inspires support and confidence 
! !Force-multiplier effect +cost-exchange ratios 
! !Improves control of/reduces entropy in, disordered 

situation 
! !Rate of change of situation: 

! !tempo 
! !interactive non-linear dynamics 

! !Anticipates reaction 
! !Takes advantage of all relevant information 
! !Fast 
! !Rational, consistent, logical, attainable 
! !Bold, unpredictable 
! !Does not offer enemy a �lfree ride�z 

All seem to favour either outcome or process 
Ñpolarized views 
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Battle between Belief Systems!

! !A commander has two objectives in decision-making 
! !to impose his will on the situation in hand, generally through the 

actions of forces under command 
! !to instil confidence in forces under his command that his decisions 

are sound and likely to be effective 
! !These objectives amount to the following:Ñ 

! !the commander is seeking to impose his Belief System on a 
situation or enemy 

! !the commander is seeking to propagate, establish, maintain and 
reinforce his Belief System within his own force 

! !Since two opposing commanders may adopt the same 
stance, conflict becomes a battle between Belief Systems 

! !ISM shows that decisions can inspire confidence, reinforce 
beliefs, on the basis of either process, or outcome, but most 
effectively on both 
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Decisions: "
Outcome "
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Judging Decision Quality!

! !General views divide into process Vs. outcome 
! !inadequate 

! !There are three ways to judge a decision, not two:Ñ 
! !thorough process 
! !successful outcome 
! !inspires confidence in own force, dismays opposition 

! !Latter raises many important issues:Ñ 
! !leadership, charisma, personality, style, panache, authority, 

wisdom, daring 
! !individuals have the ability to inspire confidence, making 

their decisions more acceptable, hence better from some 
viewpoints 

! !C2 research has paid little attention to this central 
aspect of decision-making 
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N.B. Decision-making generally not �lone or 
the other�z. More likely one or other method 
will predominate according to tempo without 
eliminating the other 

Non-linear Dynamics and Tempo!

Tempo

Decisions

Situation
(non-linear)
dynamics

Naturalistic
decision
methods

Situation
predictability

Information
volatility

Horizon of
Knowability

Validity w.r.t.
future

situation

Methodical
decision 
methods

Low tempo 
High tempo 
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Decision Methods Model!

! !Indicates complementary nature of both methods 
! !Methodical, systematic approach which seeks thoroughness 

is more appropriate 
! ! during build-up phases at the start, or during lulls, when situation 

dynamics and tempo are low 
! !at strategic levels where thoroughness is more crucial than speed 

! !Naturalistic decision methods are more appropriate 
! !when situation dynamics are high and non-linear, i.e. there is rapid 

interactions between forces 
! !at operational levels where decisiveness is more important than 

time-consuming thoroughness 
N.B. Human decision-makers may be unable to suppress 

instinctive naturalistic decision-making during methodical 
decision-making 
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Manoeuvre Warfare & Decision Models!

! !As in blitzkrieg, the objective of Manoeuvre Warfare 
is to shatter the enemy    

! !Observation of Desert Storm, Granada, etc., and 
developing Doctrine indicates that: US Manoeuvre 
Warfare comprises Ñ 
! !a carefully-planned initial phase of setting up to strike at 

enemy communications, C2, and resource nodes 
! !a high intensity phase where all nodes are attacked 

simultaneously 
! !Suited to the two categories of decision-makingÑ

systematic for the build-up and naturalistic during the 
attack 

! !Also redolent of American FootballÑadopts similar 
approach 
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Manoeuvre Warfare & Decision Models!

! !Developing UK doctrine presently seems to favour 
soccer analogy 

! !Soccer is a much more fluid game, with 
continuous play. The analogy here suggests that: 
! !systematic decision-making is more appropriate at 

strategic/operational level, before the match 
! !naturalistic decision-making goes on all the time during 

play/operations, within the strategic framework already 
determined 

! !The strategic framework is continually reviewed during 
play, and the team is updated with revised strategies 
during suitable lulls 

! !This approach to Manoeuvre Warfare is distinctly 
different from the US DoD� s̀ 
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Decision-making Research!

! !Categories of Decision-making 
! !Contemporary Models 
! !Decision Process Circles 
! !Generic Decision Reference Model 
! !Judging decisions 
! !Decisions in the Battle Between Belief Systems 
! !Applicability of different models to situations 
! !Conflict between different models 
! !Doctrine and decisions 
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Architectures & 
Decision-making 

! !Social Tectonics© 
! !technological 
! !fractal command 
! !flat command 
! !ad hoc 
! !vulnerabilities 
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Architecture!

! !There are many views of architecture:Ñ 
! !the art or science of buildings...Chambers 
! !Structure, etc. 

! !In defence terms, there seem to be several 
different, non-congruent ideas:Ñ 
! !Communications architectureÑlinks, nodes, switches, 

gateways, etc. 
! !Processor architectureÑdatabuses, I/O, symmetric 

multi-processing, memory, operating systems, etc.  
! !client-server, thick client, etc. 
! !Software architectures 
! !Physical architectures vs. logical architectures 
! !Information architectures 
! !Operational architecture 
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Information and Operational Architectures!

! !(Army) Operational ArchitectureÑdescription of goals, 
objectives, structures and activities for the development 
of (Army) IS. It will therefore include concepts of use in 
support of army doctrine and a framework of user 
activities, information needs and logical connectivities 

! !Information Architecture  is derived from Operational 
Architecture. It is a precise definition of the logical 
connectivity, boundaries, information exchange 
requirements and logical data storage needs required to be 
supported by the IS. within the context of the Staff 
Requirement the Information architecture, linked to a 
common data model, describes the enterprise 

Land Systems Digitization Master Plan 
Glossary of Terms, 1 Jul 96 
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DeÞnitions of Operational & Information Architectures!

! !Founded on a control and predictability paradigm 
! !�la precise definition of the logical connectivity, boundaries, 

information exchange requirements (IERs)and logical data 
storage needs �l presumes that such entities can be pre-
determined 

! !IERs could be predetermined only if future enemies, situations 
strategies, tactics, responses  and environments could be forecast 

! !�lLogical connectivity, boundaries�z could be pre-determined 
only if future allies, force configurations, etc. could be forecast, 
and then remain rigid during developing blue-blue information 
interchanges 

! !Since, once enjoined, conflict is non-linear-dynamically 
unpredictable, the above definitions convey an 
unreasonable, untenable and artificial sense of certainty 

! !If applied to IS technology, that will ossify while the 
human C2 architecture will evolve, leading to incongruity 
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Store transient information and knowledge of information location!

Support a Mission!Provide a substrate for !
progressive implement-!

ation/development!
Provide a resilient framework!

 for recovery from outage!

Support intermittently !
connected entities!

Group related entities so as to ease intra-communications,!
 intra-relationships, reduce interface complexity!

Link groups, within the system and outside the system, !
 so that co-ordination and control may effect synergy!

ReconÞgure (redundant) assets to anticipate/overcome internal !
threatsÑAvailabilityÑand external threatsÑSurvivability!

Provide a framework for overall system cohesion!

Adapt, evolve, self maintain!

Acquire/share knowledge of entity and architecture Þtness!
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Stakeholder"
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Lateral Formations

C2 Team C2 TeamC2 Team

¥ Operations
¥ Intelligence
¥ Plans
¥ Logistics
¥ Engineering
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C2 Team

Lateral FormationsLateral Formations

Higher 
Formation(s)

Team intra-links  

Lower FormationsLower Formations

Interlinks 
between teams  

Congruent Hierarchies!

Hitchins, D. K, 1987, �lMOSAICÑFuture Deployment of Air Power in European NATO�z Advances in Command,  
Control and Communications Systems, Peter Perigrinus, London 
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Ad hoc  Links and Conceptual Architecture!

�lDesigned 
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de facto  team 
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Informal and Orthogonal Teaming !
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InfoInfo Action Action
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L
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C2 Architecture GRM!

Information Decision Action 

Network 
Network 

Network 
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C2 Architecture GRM!

! !Superimposed architectures occur within each C2 at 
each level wherever there is a technological substrate 

! !Orthogonal teams develop 
! !capability develops in line with C2 decision-pyramid (q.v.) 
! !with or without technology, provided communications exist 

! !Whole is laid out geographically, generally in the 
image of force deployments 
! !forms a composite decision making architecture 
! !held together  

! !physically by communications,  
! !psychologically by a shared and maintained belief system 

! !it is this shared belief system which offers cohesion when 
communications are cut, facilities fail, groups are cut off or 
starved of information 
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Fractal C 2 Architectures!
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! ! C2 presents its control 
aspect 

! ! an overall force comprises 
! ! several formations 
! ! each with several Force 

elements 
! ! each force element can be 

broken down further to 
reach the smallest separate 
fighting unit 

! ! for Warrior-based 
architectures, this is the 
individual Warrior 

! ! reasonable to view each 
level as having C2 

! ! each conveys information 
up the command chain 

! ! each receives orders and 
instructions down the 
command chain 

Force FormationForce FormationForce Formation

Force elementForce element

C2 C2

Force element

Weapons

Sensors

Comms

Warrior
C2

Sensors

Comms

Weapons

Warrior
C2

Sensors

Comms

Weapons

Warrior

Sensors

Comms

Weapons

Sensors

Weapons

C2

C2

C2

C2

Fractal C 2 Organization!
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InformationÑ DecisionÑ Action Orders 

InformationÑ DecisionÑ Action Orders 

InformationÑ DecisionÑ Action Orders 

InformationÑ DecisionÑ Action  

Fractal Nature of Decision-making!
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Orders & Instructions 
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Fractal Nature of Decision-making!

! !Fractal, or fractal-like, nature of IDA systems calls into 
question the view that decisions are made at any particular 
C2 �llevel�z 

! !Decisions made at high level may be revisited in ever 
increasing detail and specificity at successive lower levels:
Ñ 

! !e.g. �lneutralize enemy communications�z may unfold as:
Ñ  
! !neutralize all communications nodes 

! !No XYZ Squadron to attack using PQR weapons on Nodes 
A, B & C 

! !�bN�  ̀Crews and aircraft detailed for attack on Node B 
! !Crew 3ÑDetailed Flight Plans with Routes of 

Penetration & Egress, communications, 
contingencies, etc., deconflicted to reduce risk of 
Blue-on-Blue. 
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Flat C2 Organization!
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Flat C2 Organizations!

Collect 
information

Collect 
information

Co-operate
with others

(if necessary)

Co-operate
with others

(if necessary)

Execute
plan

Collect 
information

Set/reset
objectives

Strategize
& plan

Co-operate
with others

(if necessary)

Operational
environment

Execute
plan

Execute
plan

N.B. The diagram is a minor modification of that presented in the C2 GRM (Deliverable 1), showing a flat 
organization formulating decisions on information derived from a multiplicity of sensors and sources, and 
subsequently directing/controlling a multiplicity of parallel execution plans, cooperating in execution with 
others in the operational environment.  

In principle, the decision-making element may be hierarchy free. In principle, too, each execution element 
operate independently, the whole execution effectively synchronized either by real-time control, or by by 
following a preset plan, or by responding to pre-agreed cues. Note, however, that groups in excess of c. 6 
individuals, divide and will form informal hierachies 
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Flat C2 OrganizationÑFactors!

! !Enables extensive high-level (political?) control across 
complete (blue) battlespace 

! !Presumes comprehensive knowledge, therefore a relatively 
linear situation, e.g. planning phase prior to action 

! !Requires comprehensive, detailed planning across complete 
battlespace 

! !Conceptually faster, avoiding delays inherent in fractal 
organizations, butÉ 

! !Requires technological support to amass and employ 
extensive, detailed knowledge 
! !situation, movements, intentions, tactics, strengths, behaviours, 

nodes, colaterals, vulnerabilities, reserves, deceptions, culturesÉ 
! !Culturally-consistent with US view of Manoeuvre Warfare 
! !Implies disciplined forces, trained in precise execution, 

largely excluded from battlespace planning 
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Comparing Fractal and Flat-planning "
C2 Decision-making!

! !Fractal organization slower, but robust? 
! !virtually indestructibleÑsame generic capabilities at each level.  
! !inherent SUCOC training 
! !will continue to operate without communications for extended periods 
! !potential to adapt in real time, e.g. peacekeeping operations 
! !N.B. commander must know that orders can be obeyedÑmust plan to 

some extent at high level, in any event 
! !Flat organization faster, extensive, but brittle? 

! !centralized* planning promises optimal employment of resources 
across whole battlespace, plus close political/financial control 

! !takes maximum advantage of / heavily dependent on (according to 
viewpoint) communications and processing technologies 

! !creates extensive technology target to enemy 
! !execution element potentially isolated from planning, and vice versa 

! !potential for �lus-and-them�z friction/loyalties/cultures, andÉ  
! !�lefficient�z, impersonal, inhuman(?) decisions/executions 

* May be dispersed using technology, but still essentially one system 
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Architecture & Decision-makingÑResearch!

There is a need for substantial research into architecture as a 
subject/discipline. The following does not address that need 
directly, confining itself to decision-making:Ñ 

! !What is architecture, how can it be defined, described, 
measured, altered, improved? 

! !Are the models of Congruent, Teaming, Fractal and Flat 
Architectures valid? useful? necessary & sufficient? 

! !Which architectures are most appropriate to different 
situations? 

! !What factors affect the speed of decision-making within a 
fractal/flat architecture, and in what degree? 

! !How does the �lcontrol�z of Command & Control actually work 
within a fractal/flat architecture? How could it be improved? 

! !With whole decisions being effectively distributed, how could a 
fractal/flat architecture� s̀ decision-making speed be optimized? 
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Adaptability 
! !technological prescription 
! !synthetic environments 
! !belief systems 
! !coping with uncertainty 
! !doctrinal changes 
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Technological"
prescription in "

New or Dynamic "
Situations!

! ! Upper loopÑlow risk, 
efficient, but ineffective 

! ! Lower loopÑhigher risk, 
less efficient, more likely 
to be effective 

! ! can risk, implicit in lower 
loop, be ameliorated? 
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Synthetic Environments in Operation!

! ! Synthetic 
environments enable 
rapid situation 
prototyping 

! ! Prototypes test 
context-sensitive 
methods 

! ! Use local knowledge 
to validate prototype, 
resulting strategies & 
methods 

! ! SE reveals 
intelligence short falls 
- collection plans 

! ! Reduced risk, context-
sensitive strategies & 
plans 

N.B. Particularly relevant to (e.g.) multi-
ethnic  Peacekeeping r™les 

¥ Dynamic Social 
!!!Models
¥ Simulations
¥ Rapid prototypes
¥ Synthetic 
!!!Environments

¥ storylines
¥ representations
¥ "what ifs?"
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Adaptation
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Useful Variety in C2 Technology!

! !C2 technologyÑnetworked processorsÑconstitute open 
systems 
! !same arguments apply  

! !Monototal systemsÑtendency toward systems employing 
single operating systems, single applications, single 
algorithms, single hardware typesÉ 
! !driven by training, interoperability & economic factorsÑexposesÉ 

! !VulnerabilityÑsystematic errors, ease of attack for 
opposition (virus� s̀, IW, etc.) Obvious defence isÉ 

! !DiversityÑhow much is enough, how afforded, what value? 
Strategically, highly significant and potential limitation on 
COE and COTSÉ 
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Adaptability Research!

! !What is the relationship between technological 
prescription and situation volatility? 

! !How can C2 make effective decisions in an 
unknowable or volatile, complex environment?  
! !How can technology, esp. COTS, contribute to this 

without implicit prescription? 
! !System model shows connected variety as focus for 

open system stability and identity. Is it:Ñ 
! !comprehensible? valid? useful?  

! !How can C2 design be made resistant to systematic 
(monotonal) vulnerabilities induced by singular:Ñ 
! !COEs, Applications, Protocols, processing 

configurations, etc. 
! !decision-making paradigms, decision-support tools, etc? 
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Summary & Conclusions!

! !A Set of Reference Models (SORM) has been identified 
and developed, with none of the set being independent of 
any others:Ñ 
! !all the reference models link to each other through the original 

map presented at the outset 
! !proper result of true synthesis without reductionism 

! !A wide range of typical research topics has been proposed 
! !drawn from modelsÑtopic set not exhaustive 
! !many more important topics can be identified by inspection 

! !The method used ensures that the SORM addresses the 
complete subject of decision-making in C2 
! !it does not  address the totality of C2 however. 

! !With the C2 GRM, the SORM provides a comprehensive 
basis for assessing the value, nature and extent of current 
and future research 


